Department of Defense

DIRECTIVE

NUMBER 5200.30
March 21, 1983

USD(P)

SUBJECT: Guidelines for Systematic Declassification Review of Classified
Information in Permanently Valuable DoD Records

References. (a) DoD Directive 5200.30, "Guidelines for Systematic Review of
20-Y ear-Old Classified Information in Permanently Valuable DoD
Records," September 9, 1981 (hereby cancel ed)

(b) Executive Order 12356, "National Security Information," April 2,
1982

(c) Information Security Oversight Office Directive No. 1 Concerning
National Security Information, June 23, 1982

(d) through (g), see enclosure E1.

1. REISSUANCE AND PURPOSE

This Directive reissues reference (a); establishes procedures and assigns
responsibilities for the systematic declassification review of information classified
under references (b) and (c), DoD Directive 5200.1 and DoD 5200.1-R (references (d)
and (e)), and prior orders, Directives, and Regulations governing security
classification; and implements section 3.3. of reference (b).

2. APPLICABILITY AND SCOPE

2.1. ThisDirective applies to the Office of the Secretary of Defense (OSD) and to
activities assigned to the OSD for administrative support, the Military Departments, the
Organization of the Joint Chiefs of Staff, the Unified and Specified Commands, and
the Defense Agencies (hereafter referred to collectively as"DoD Components').

2.2. This Directive applies to the systematic review of permanently valuable
classified information, developed by or for the Department of Defense and its
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Components, or its predecessor Components and activities, that is under the exclusive
or final original classification jurisdiction of the Department of Defense.

2.3. Itsprovisions do not cover Restricted Data or Formerly Restricted Data
under the Atomic Energy Act of 1954 (reference (f)) or information in non-permanent
records.

2.4. Systematic declassification review of records pertaining to intelligence
activities (including specia activities) or intelligence sources or methods shall bein
accordance with special procedures issued by the Director of Centra Intelligence.

3. DEFINITIONS

3.1. Cryptologic Information. Information pertaining to or resulting from the
activities and operations involved in the production of signalsintelligence (SIGINT) or
to the maintenance of communications security (COMSEC).

3.2. Foreign Government Information. Information that is provided to the
United States by aforeign government or governments, an international organization of
governments, or any element thereof with the expectation, expressed or implied, that
the information, the source of the information, or both are to be held in confidence; or
produced by the United States pursuant to or as aresult of ajoint arrangement with a
foreign government or governments, an international organization of governments, or
any element thereof requiring that the information, the arrangement, or both are to be
held in confidence.

3.3. Intelligence Method. Any process, mode of analysis, means of gathering
data, or processing system or equipment used to produce intelligence.

3.4. Intelligence Source. A person or technical means that provides intelligence.

4. POLICY

It isthe policy of the Department of Defense to assure that information that warrants
protection against unauthorized disclosure is properly classified and safeguarded as
well asto facilitate the flow of unclassified information about DoD operations to the
public.

5. PROCEDURES
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5.1. DoD classified information that is permanently valuable, as defined by 44
U.S.C. 2103 (reference (g)), that has been accessioned into the National Archives of
the United States, will be reviewed systematically for declassification by the Archivist
of the United States, with the assistance of the DoD personnel designated for that
purpose, as it becomes 30 years old; however, file series concerning intelligence
activities (including special activities) created after 1945, intelligence sources or
methods created after 1945, and cryptology records created after 1945 will be reviewed
as they become 50 years old.

5.2. All other DoD classified information and foreign government information
that is permanently valuable and in the possession or control of DoD Components,
including that held in Federal records centers or other storage areas, may be reviewed
systematically for declassification by the DoD Component exercising control of such
information.

5.3. DoD classified information and foreign government information in the
possession or control of DoD Components shall be declassified when they become 30
years old, or 50 years old in the case of DoD intelligence activities (including special
activities) created after 1945, intelligence sources or methods created after 1945, or
cryptology created after 1945, if they are not within one of the categories specified in
enclosure E2. or E3.

5.4. Systematic review for declassification shall be in accordance with procedures
contained in DoD 5200.1-R (reference (e)). Information that falls within any of the
categories in enclosures E2. and E3. shall be declassified if the designated DoD
reviewer determines, in light of the declassification considerations contained in
enclosure E4., that classification no longer isrequired. In the absence of such a
declassification determination, the classification of the information shall continue as
long as required by national security considerations.

5.5. Before any declassification or downgrading action, DoD information under
review should be coordinated with the Department of State on subjects cited in
enclosure E5., and with the Central intelligence Agency (CIA) on subjects cited in
enclosure EG6.

6. RESPONSIBILITIES

6.1. The Deputy Under Secretary of Defense for Policy shall:
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6.1.1. Exercise oversight and policy supervision over the implementation of
this Directive.

6.1.2. Request DoD Components to review enclosures E2. and E4. of this
Directive every 5 years.

6.1.3. Revise enclosures E2. and E4. to ensure they meet DoD needs.

6.1.4. Authorize, when appropriate, other Federal Agenciesto apply this
Directive to DoD information in their possession.

6.2. The Head of each DoD Component shall:

6.2.1. Recommend changes to the enclosures of this Directive.

6.2.2. Propose, with respect to specific programs, projects, and systems
under his or her classification jurisdiction, supplements to enclosures E2. and E4. of
this Directive.

6.2.3. Provide advice and designate experienced personnel to provide timely
assistance to the Archivist of the United States in the systematic review of records
under this Directive.

6.3. The Director, National Security Agency/Chief, Central Security Service
NSA/CSS), shall develop, for approval by the Secretary of Defense, specia
procedures for systematic review and declassification of classified cryptologic
information.

6.4. The Archivist of the United States is authorized to apply this Directive when
reviewing DoD classified information that has been accessioned into the Archives of
the United States.
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7. EFFECTIVE DATE

This Directive is effective immediately.
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PAUL THAYER -
Deputy Secrethry of Defense

Enclosures - 6

1.
2.
3.
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References, continued
Categories of Information That Require Review Before Declassification

General Guidelines for Systematic Declassification Review of Foreign
Government Information

Declassification Considerations
Department of State Areas of Interest
Central Intelligence Agency Areas of Interest
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E1l. ENCLOSURE 1
REFERENCES, continued

(d) DaD Directive 5200.1, "DoD Information Security Program,” June 7, 1982

(e) DoD 5200.1-R, "Information Security Program Regulation,” August 1982,
authorized by DoD Directive 5200.1, June 7, 1982

(f) Public Law 83-703, Atomic Energy Act of 1954
(g) Title 44, United States Code, Section 2103

6 ENCLOSURE 1



DODD 5200.30, March 21,1983

E2. ENCLOSURE 2

CATEGORIES OF INFORMATION THAT REQUIRE REVIEW BEFORE
DECLASSIFICATION

E2.1.1. Thefollowing categories of information shall be reviewed systematically
for declassification by designated DoD reviewers in accordance with this Directive:

E2.1.1.1. Nuclear propulsion information.

E2.1.1.2. Information concerning the establishment, operation, and support
of the U.S. Atomic Energy Detection System.

E2.1.1.3. Information concerning the safeguarding of nuclear materials or
facilities.

E2.1.1.4. Information that could affect the conduct of current or future U.S.
foreign relations. (Also see enclosure E5.)

E2.1.1.5. Information that could affect the current or future military
usefulness of policies, programs, weapon systems, operations, or plans when such
information would reveal courses of action, concepts, tactics, or techniques that are
used in current operations plans.

E2.1.1.6. Research, development, test, and evaluation (RDT&E) of chemical
and biologica weapons and defensive systems; specific identification of chemical and
biological agents and munitions; chemical and biological warfare plans; and U.S.
vulnerability to chemical or biological warfare attack.

E2.1.1.7. Information about capabilities, installations, exercises, research,
development, testing and evaluation, plans, operations, procedures, techniques,
organization, training, sensitive liaison and relationships, and equipment concerning
psychological operations; escape, evasion, rescue and recovery, insertion, and
infiltration and exfiltration; cover and support; deception; unconventional warfare and
specia operations; and the personnel assigned to or engaged in these activities.

E2.1.1.8. Information that reveals sources or methods of intelligence or
counterintelligence, counterintelligence activities, specia activities, identities of
clandestine human agents, methods of special operations, analytical techniques for the
interpretation of intelligence data, and foreign intelligence reporting. This includes

7 ENCLOSURE 2
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information that reveals the overall scope, processing rates, timeliness, and accuracy of
intelligence systems and networks, including the means of interconnecting such
systems and networks and their vulnerabilities.

E2.1.1.9. Information that relates to intelligence activities conducted jointly
by the Department of Defense with other Federal Agencies or to intelligence activities
conducted by other Federal Agencies in which the Department of Defense has
provided support. (Also see enclosure E6.)

E2.1.1.10. Airborne radar and infrared imagery.
E2.1.1.11. Information that reveals space system:

E2.1.1.11.1. Design features, capabilities, and limitations (such as
antijam characteristics, physical survivability features, command and control design
details, design vulnerabilities, or vital parameters).

E2.1.1.11.2. Concepts of operation, orbital characteristics, orbital
support methods, network configurations, deployments, ground support facility
locations, and force structure.

E2.1.1.12. Information that reveals operational communications equipment
and systems:

E2.1.1.12.1. Electronic counter-countermeasures (ECCM) design
features or performance capabilities.

E2.1.1.12.2. Vulnerability and susceptibility to any or all types of
electronic warfare.

E2.1.1.13. Information concerning electronic intelligence, telemetry
intelligence, and electronic warfare (electronic warfare support measures, electronic
countermeasures (ECM), and ECCM) or related activities, including:

E2.1.1.13.1. Information concerning or revealing nomenclatures,
functions, technical characteristics, or descriptions of foreign communications and
€l ectronic equipment, its employment or deployment, and its association with weapon
systems or military operations.

E2.1.1.13.2. Information concerning or revealing the processes,
techniques, operations, or scope of activities involved in acquiring, analyzing, and

8 ENCLOSURE 2
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evaluating the above information, and the degree of success obtained.

E2.1.1.14. Information concerning Department of the Army systems listed in
attachment E2.A L.

E2.1.1.15. Information concerning Department of the Navy systemslisted in
attachment E2.A2.

E2.1.1.16. Information concerning Department of the Air Force systems
listed in attachment E2.A3.

E2.1.1.17. Cryptologic information (including cryptologic sources and
methods). Thisincludes information concerning or revealing the processes,
techniques, operations, and scope of SIGINT comprising communications intelligence,
electronics intelligence, and telemetry intelligence; and the cryptosecurity and
emission security components of COM SEC, including the communications portion of
cover and deception plans.

E2.1.1.17.1. Recognition of cryptologic information may not always be
an easy task. There are severa broad classes of cryptologic information, as follows:

E2.1.1.17.1.1. Thosethat relateto COMSEC. In documentary
form, they provide COMSEC guidance or information. Many COM SEC documents
and materials are accountable under the Communications Security Material Control
System. Examples are items bearing transmission security (TSEC) nomenclature and
crypto keying materia for use in enciphering communications and other COMSEC
documentation such as National COM SEC Instructions, National
COM SEC/Emanations Security (EM SEC) Information Memoranda, National
COMSEC Committee Policies, COM SEC Resources Program documents, COMSEC
Equipment Engineering Bulletins, COM SEC Equipment System Descriptions, and
COMSEC Technical Bulletins.

E2.1.1.17.1.2. Thosethat relateto SIGINT. These appear as
reports in various formats that bear security classifications, sometimes followed by
five-letter code words (World War I1I'sULTRA, for example) and often carrying
warning caveats such as "This document contains code word material” and "Utmost
secrecy isnecessary..." Formats may appear as messages having addressees, "from"
and "to" sections, and as summaries with SIGINT content with or without other kinds
of intelligence and comment.

E2.1.1.17.1.3. RDT&E reports and information that relate to either

9 ENCLOSURE 2
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COMSEC or SIGINT.

E2.1.1.17.2. Commonly used words that may help in identification of
cryptologic documents and materials are "cipher,” "code," "code word,"
"communications intelligence” or "COMINT," "communications security" or
"COMSEC," "cryptanalysis,” "crypto,” "cryptography,” "cryptosystem," "decipher,"
"decode,” "decrypt,” "direction finding," "electronic intelligence” or "ELINT,"
"electronic security," "encipher," "encode," "encrypt," "intercept," "key book," "signals
intelligence” or "SIGINT," "signal security,” and "TEMPEST."

Attachments - 3

1. Department of the Army Systems
2. Department of the Navy Systems

3. Department of the Air Force Systems

10 ENCLOSURE 2
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E2.A1. ATTACHMENT 1 TO ENCLOSURE 2

CATEGORIES OF INFORMATION THAT REQUIRE REVIEW BEFORE
DECLASSIFICATION DEPARTMENT OF THE ARMY SYSTEMS

E2.A1.1.1. The following categories of Army information shall be reviewed
systematically for declassification by designated DoD reviewers in accordance with
this Directive.

E2.A1.1.1.1. Balistic Missile Defense (BMD) missile information, including
the principle of operation of warheads (fuzing, arming, firing, and destruct operations);
quality or reliability requirements; threat data; vulnerability; ECM and ECCM; details
of design, assembly, and construction; and principle of operations.

E2.A1.1.1.2. BMD systems data, including the concept definition (tentative
roles, threat definition, and analysis and effectiveness); detailed quantitative technical
system description-revealing capabilities or unique weaknesses that are exploitable;
overall assessment of specific threat-revealing vulnerability or capability;
discrimination technology; and details of operational concepts.

E2.A1.1.1.3. BMD optics information that may provide signature
characteristics of U.S. and United Kingdom ballistic weapons.

E2.A1.1.1.4. Shaped-charge technology.
E2.A1.1.1.5. Fleshettes.

E2.A1.1.1.6. M380 Beehive round.

E2.A1.1.1.7. Electromagnetic propulsion technology.
E2.A1.1.1.8. Space weapons concepts.

E2.A1.1.1.9. Radar-fuzing programs.

E2.A1.1.1.10. Guided projectiles technology.
E2.A1.1.1.11. ECM and ECCM to weapons systems.

E2.A1.1.1.12. Armor materials concepts, designs, or research.

11 ENCLOSURE 2, ATTACHMENT 1
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E2.A1.1.1.13. 2.75-inch Rocket System

E2.A1.1.1.14. Air Defense Command and Coordination System
(AN/TSQ-51).

E2.A1.1.1.15. Airborne Target Acquisition and Fire Control System.
E2.A1.1.1.16. Chaparral Missile System.

E2.A1.1.1.17. Dragon Guided Missile System Surface Attack, M47.
E2.A1.1.1.18. Forward AreaAlerting Radar (FAAR) System.
E2.A1.1.1.19. Ground laser designators.

E2.A1.1.1.20. Hawk Guided Missile System.

E2.A1.1.1.21. Heliborne, Laser, Air Defense Suppression and Fire and
Forget Guided Missile System (HELLFIRE).

E2.A1.1.1.22. Honest John Missile System.
E2.A1.1.1.23. Lance Field Artillery Missile System.
E2.A1.1.1.24. Land Combat Support System (LCSS).

E2.A1.1.1.25. M22 (SS-11 ATGM) Guided Missile System, Helicopter
Armament Subsystem.

E2.A1.1.1.26. Guided Missile System, Air Defense (NIKE HERCULES with
Improved Capabilities with HIPAR and ANTIJAM Improvement).

E2.A1.1.1.27. Patriot Air Defense Missile System.
E2.A1.1.1.28. Pershing IA Guided Missile System.
E2.A1.1.1.29. Pershing Il Guided Missile System.

E2.A1.1.1.30. Guided Missile System, Intercept Aerial M41 (REDEYE) and
Associated Equipment.

12 ENCLOSURE 2, ATTACHMENT 1
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E2.A1.1.1.31. U.S. Roland Missile System.

E2.A1.1.1.32. Sergeant Missile System (less warhead) (as pertainsto
electronics and penetration aids only).

E2.A1.1.1.33. Shillelagh Missile System.
E2.A1.1.1.34. Stinger/Stinger-Post Guided Missile System (FIM-92A).

E2.A1.1.1.35. Terminally Guided Warhead (TWG) for Multiple Launch
Rocket System (MLRYS).

E2.A1.1.1.36. TOW Heavy Antitank Weapon System.

E2.A1.1.1.37. Viper Light Antitank/Assualt Weapon System.

13 ENCLOSURE 2, ATTACHMENT 1
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E2.A2. ATTACHMENT 2 TO ENCLOSURE 2

CATEGORIES OF INFORMATION THAT REQUIRE REVIEW BEFORE
DECLASSIFICATION DEPARTMENT OF THE NAVY SYSTEMS

The following categories of Navy information shall be reviewed systematically
for declassification by designated DoD reviewers in accordance with this Directive.

E2.A2.1.1. Nava nuclear propulsion information.
E2.A2.1.2. Conventional surface ship information:
E2.A2.1.2.1. Vulnerabilities of protective systems, specificaly:

E2.A2.1.2.1.1. Passive protection information concerning ballistic
torpedo and underbottom protective systems.

E2.A2.1.2.1.2. Weapon protection requirement levels for conventional,
nuclear, biological, or chemica weapons.

E2.A2.1.2.1.3. Genera arrangements, drawings, and booklets of general
plans (applicable to carriers only).

E2.A2.1.2.2. Ship-silencing information relative to:

E2.A2.1.2.2.1. Signatures (acoustic, seismic, infrared, magnetic
(including aternating magnetic (AM)), pressure, and underwater electric potential
(UEP)).

E2.A2.1.2.2.2. Procedures and techniques for noise reduction pertaining
to an individual ship's component.

E2.A2.1.2.2.3. Vibration datarelating to hull and machinery.
E2.A2.1.2.3. Operational characteristics related to performance as follows:
E2.A2.1.2.3.1. Endurance or total fuel capacity.

E2.A2.1.2.3.2. Tactical information, such astimes for ship turning, zero
to maximum speed, and maximum to zero speed.

14 ENCLOSURE 2, ATTACHMENT 2
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E2.A2.1.3. All information that is uniquely applicable to nuclear-powered surface
ships or submarines.

E2.A2.1.4. Information concerning diesel submarines as follows:
E2.A2.1.4.1. Ship-silencing data or acoustic warfare systems relative to:
E2.A2.1.4.1.1. Overside, platform, and sonar noise signature.
E2.A2.1.4.1.2. Radiated noise and echo response.
E2.A2.1.4.1.3. All vibration data.

E2.A2.1.4.1.4. Seismic, magnetic (including AM), pressure, and UEP
signature data.

E2.A2.1.4.2. Detailsof operational assignments, that is, war plans,
antisubmarine warfare (ASW), and surveillance tasks.

E2.A2.1.4.3. General arrangements, drawings, and plans of SS563 class
submarine hulls.

E2.A2.1.5. Sound Surveillance System (SOSUS) data.

E2.A2.1.6. Information concerning mine warfare, mine sweeping, and mine
countermeasures.

E2.A2.1.7. ECM or ECCM features and capabilities of any electronic equipment.
E2.A2.1.8. Torpedo information as follows:

E2.A2.1.8.1. Torpedo countermeasures devices. T-MK6 (FANFARE) and
NAE beacons.

E2.A2.1.8.2. Tactical performance, tactical doctrine, and vulnerability to
countermeasures.

E2.A2.1.9. Design performance and functional characteristics of guided missiles,
guided projectiles, sonars, radars, acoustic equipment, and fire control systems.

15 ENCLOSURE 2, ATTACHMENT 2
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E2.A3. ATTACHMENT 3 TO ENCLOSURE 2

CATEGORIES OF INFORMATION THAT REQUIRE REVIEW BEFORE
DECLASSIFICATION DEPARTMENT OF THE AIR FORCE SYSTEMS

The Department of the Air Force has determined that the categories identified in
enclosure E2. of this Directive shall apply to Air Force information.

16 ENCLOSURE 2, ATTACHMENT 3
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E3. ENCLOSURE 3

Monday
January 31, 1983

Part i

Information Security.
Oversight Office

Matlonal Security information; General
Guidelinea for Systematic Declassiflcaticn
Review of Foreign Gavernment
information; Final Rule
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=
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information #hall be aubject w review
by the Archevied for declaasificalion as Lt
beguoges 30 yeara ald.

(c] Ageoey huude who have
declesaification poris:dletion over
permenently valugble Eormign
govermmarl infurmation in agency
records oot yel accessioned inte the
Matiomal Archlves of the Uniled States
are ancouruged ‘o eonduct eystematic
declassification reviews of il i
accordance weth tha time limils
ppecilied in peregraph (b} of this
arclion. These reviawsa shall compiy
with 1he provieiona of Exacutive Qrder
12354, the directivas of the laformarion
Sasarity Oworaight Office, these peneral
guldelines, and spaciic apenacy
syatematic Teview guldelines that have
heen issued-is conguliatlon witk the
Archiviel of Lhe United States and ihe
[SCHY THrectar
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[d] Forezgn gavernment infotmatlan
Falling witkon any of the sategaries Lated
in § 20028 of thesa guidelitwes ehall he
declusslfied or downgraded onky upen
speadic anthorization of tha agency Hat
has declassificutlen autherity ever LL
Surh informatlon shall be referred to the
masponsible ageneyliea] lar midan.
Infrrmaetion 90 referved shall remaio
glaggifiad until the responsible
grency|ies| has declaasifled it I the
responsible agency canool be readily

- |dentified from the docummann ar
reater:al, tolerral aball be mede in
secordance with & 20027 ol (fese
guidelines,

(e} Wlen required, the ageney having
declassilication autharity ower the
information shall consull with foraign
povernmenis concerning [t proposed
declanrsification.

oS EHwsl publestion

|a| Fereign government injormation
gmall be tansidered declassified when
publishied In an unclaasilled United
States Covernment axeculive branch
publication {e.g- the Fac/en Resatfons
of the Hrted Slalea setien) of when
zlrarad for publication by Untted Siates
Government sxecutive hranch offfclals
authorized 1o declassily the information
or If officially published as umclasaified
kv the formign povemment(s] ot
internatione| oreenizetionfal of
governmenid that furnished Lhe
information unless the fact of the 113
Guvernment's posspssion of the
informaticn requires cantiouad
prolectaon,

[b] The urniical pablicatien. in the
United Sto1e3 or ebrowd, of lurwign
povenmenl information conlained [0
ciaasified Unided Statms or fored
documen!a doses not it or of lteelf
romatitute or permit ibe decleaslficetlon
af suek information. Althaugh priot
unofficial pulheation is o factor ta be
eonaidered in the svatematic review
pragess, there may be valid reasons ot
cuntinued protechion of the information
whech could preclude ita
declassification. 1n particular, the
clazsificetion slaius of lereign
wovernment informating which concerma
or derives from inteltlgence agtivitien
[includmg special activilies]. invelligence
suurges or methads shall nat be affected
by any unofficial publlcalion of identical
or related Information, The {inal
deglagsification delemunatlan shall be
maite by the Egancy or agencies having
dreclaamiization esthofdy ovar it,

£ 20025 Calegories rucquering Hanm-bey-them
rawhew,

Furesgn government infarmation
falling inia the following categores
requir: em-by-item review fus

declusalfleation by agencias having
duclanglfication authority over ik

(8] Inforrmation exempled from
declassificalion under any joint
aTTangement evicenced by &6 exchange
of letrers, memorandum ol
underatanding, or oiher written record,
with the foreign goverruvent or
international crganization of
gevernmanis, or sleient[s] therect, thni
furnfahed the informatlon. Cueatons
concerning the existence or applicabillty
of such srrangeroents shall be refarrad
i the agmncy 0OF 2pencies having
declassification authority over thi
recortds under review,

[b) Informativs telated o the
2p fegquerding of nuclesr materials o
Facillties, foraign and domeatic,
lacluding but rol necessarily limitad 1o
vulnerabilitiva and vulnerabili
pecesemants of tuclear facilities and
Special Muclear Malerial.

(c] Muclaar anma contrul \nformation
(eee aien parsgraph (k] of this section).

[d} [nformalion regarding fareign
nuclear pragrams [other than
~Restricled Dala” znd “Formedy
Rasiricted Dala™), soch as:

{11 Nuclear weapana 1esting.-

{2] Nuclear weapons storags and
stackpile.

(3] Muclear weapons effects, hardness,
anxd wulnerability,

[4] Muclear weapons safety,

(%] Cogperation 0 nuclear programa
including, But nat limiled te, peaceful
ond military applicatlons of nuctesr
Energy.

18] Exploration, pradoction and Import
of wrenium and thoriwm from foreign
caunktnss,

[&} Informalion concething
Intelligence activitiea [intiuding wpecial
petivitien) or mtefligenor o
cownterintelligence soutees or methoda
including but not limited w Intelilgence.
countenntelllpence end coverl action
programd, plans, policies, operations, or
assessmenis: or which wanld reveal or
identily:

[1] Aty present, past or prospestve
yndercover peracnnal. inslallalinn, anit,
ar clardeatine human agent. af the
Unlted Sietes ar & [oreign goverament:

12] Any presenl. pasl or praspective
methed, procedare, mode. technigue or
requirement ured or being developed by
the United S1atea of by [arsign
govemments, individually er [n
combination to prodoce. kogulre,
tranamil, anualyze. correbate, assasn,
evaluake or process ctelligence ar
counterimelllgance, or 1o BUppon an
intelliganue ur counterinlelligence
gource. opernlion, o activinn

3] The prepent, past or propoasd
exigleuce of any joint Uniled States and
foreign government intelligence.

19

ceunlerintelllgence, or covert actinn
activity ar facility. or the oature thersaf,
(For guldance oo protecting 1mited
Gtatey farsign Inteilipence linison
retatlonshipe, see Director of Ceolral
[nielllgence Directiva “Secarity
Claisiflcation Guidance and Forslgn
Security Seruiges,” effactve January 15
1962,

{f} Informetion that eould result in or
lead \o actions which would place an
laudivldyue! in jeopardy attrihulzkle o
dlscinaore of the information, including
but not lmlted 1o

[1] Information dentifyring any
individual or ptganization 2a a
confidential souccr ¢f Intetligence or
counterintelligencs,

12 Infurmation revealing (ha identily
of un inlelllgence or covert actlon agent
ar ag [,

{3] Information Ldentifying eny
|Individoal or argaruzaiivn wied 1o
develop or sopport intelligenes,
courterintelligence, or covert action
agents, sourcad of activities,

(=) information ebaut foreign
indlviduals, organirations oc aventa
which il disclosgd, could e expected to

(3] Adversaly affeci w forelgn
Lountry'e or interne Hotial organizeion’™s
present or futura relations with the
Lpiied States.

(2} Adweraely affect preasol or future
confidential exchanges bawiaen tha
United Siater and any foreign
government or inleciwtlansl
nrganization af govemments.

(b Infortratint related bo plens
{whether exeeuted or not, whether
presanied ic whale or in parl), programs.
operations, aegutistions, and
mssessmaentd $hared by aoe or several
forsign governments wilh the United
Siales. including bt not limited to those
involving the lermiery, political regime
ar government of anather country, and
which if disclosed could be expected to
advergely effect the conduet of DS,
fareign palicy ar the conducl of anothar
woncabey's foreign policy wilh cespect to a8
tkird Gowniry or conntres. This item
would ingluda contigency piane, plans
for covert political, military or
peramllltary ackivities or operallons by
& foreign yuvernment acting alooe oF
jowntly with the United Staics
Covemment, and positions or actions
teken by u Toreign government alone at
jminlly willl the United States
coneeming horder dispatas or other
Lormitorial sssues.

{1} [nformalles concerning
arrangermantis wilk respeet to foreign
baaing of cryptolagic operationa and/ or
foreign policy considetatlons relating
thersio.
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|1 Seienbdic ixfozmation such as Mt
co=cermimg Apaee. enerey. climalalogy.
oo mutiGAnGNE, marntima, underses,
andd polar arojects. e disclogure of
whirh cenld be expected bo adversely
affact cserenr andor halurw exschanges
of suich information betwenn the Dnited
Htates and any foreien govertments ar
imernational organizationg of
peew eI e nts.

k| Informallan on forsign colicy
aspecls of mudless mattera, the
disclosure of which coutd be axpected 1o
sdversaly allus! cogpperation batlween
one o7 mere formgn governments aod

" the United Slules Covemment,

(1) Information conceming plysical
we-ierity arcangemests, plana or
enuipmenl for safeguarding United
Siales Government ambassivs, Missions
ur Zavilibes abrosd. the disclosure of
wiurh romdd reasnnebly be expected to
Inireage the vuinerahility of such
facililivs Ly penetration, attack, lake-
aver, and the lika.

|m| Muclear peopuleion informalien.

(o) Informadtion congerniog the
astablishmenl, vperation, ard support of
cuciear deteclion aystema.

[er] Enfarmation concorrlng oF
revesling military or paramiliary
CiCaPe, VAR, SOver ar deceplinn
plana. procedures, eod techoiquis.
whedher exeeeted ar not,

{p] Infocmation which could adversely
afizei the cures: or future nsefiness of
military defense poticies, programs,
weapuns sysiems, aperations, or plans,

(q] Infnzmalion cunoeming research,
development, teshing and evalaation of
chermeal ard binlogice] weapons and
dafense systems: apecific identilication
< chem..cal and biological agents and
r:ubicka: and chemical and binlogical
warime ¢lans.

[r] Teelzaieal informatian conperning
weapcny sysrma and military
cyuipetes: that reveals the capahilities,
limizatione. or vuloerililies of auch
systens. or equipment that conald b
exploited 1o deslroy. counlat, render
inefTertive or peutralize such wawpons
oF eqUIPMEeLLL.

(] Cryplulogic information, including
c_—}']:|1:|;c.~gir. sonchred And mathads.
gurrenlly 18 use. Thia includea
infurmalion suncesting or revesling the
processes, iechhigoes, operatuna, and
acopa of signuls intelligence compeiging
communications intellizence. electronics
intellizence. and teiemetry ntelligance,
the crytosecurity and emission secuHty
eompanents of communicalioas sacuriby,
and the communicalions porlien of
cover and deceplion plans.

14} [afarmac.gn conearn:ag electronke
wig rlace [eiclonie warTare sacpjaur
s s, ¢l R Snnn e
rnurtsFrheasuran} or related ectivilics.
ineluding but ool necaszarily mited Loz

[1) Mo eaclature, functions. 1echnicat
charagrargtics or descriptions of
cenruniceions end elecironic
egquipment. ila employment!
development, and ils assocalion wilh
werpoing eyatems or military
DreTatioms.

(2] Ths processes, technigues,
vceralwn or seope of activities
invalved In the Arquisition, snalvaia and
evaluztion of such informatien. end tha
degres of succeas achieved oy the sbove
pmsesaes, techniques. operations or
gavvitles.

|u] Presenl past ar pragnaed
pratective intelligeace infarmation
relazing to the sources. plaos,
technigcas, squipment And mathnds
used in cartying out essignad duties of
pratecting United States Government
ulliciabs or other protectess abroad and
foreign afficisls while in the United
States gr United Staims possazsions.
This incledes information concerming
ihe idantification cf witnoases,
informants and peraone suspacted ol
bewg dengerous to persons under
protection -

[v] Information vn deposity of loreign
ofticial imsfitutiens in United Sralea
bienks and on foreign offlelal
instilulions” huldlisgs, purchases and
sales af [ongs1esm marketakle securities
in the Umied States-

[w] Information concerning economic
and palicy ¢tudies and sensitive
Bagesemants or ana'yvees of economic
conditians, pelicies or activities of
Eesteagn ouniries or internasooal
arganiralione nf govemments received
theong the Multilatera] Development
Baoks and Funds or through the
Imlernations] Monetary Fund [IMF; and
ibe Organizayion for Economic
Cooperation and Development (OECDY.

(x| Lfcrmalicn desedbed in § 20026
{a| through [w] contained in
comespondence, transeripds memoronda
ni cozversation, or mirutes af meetiogs
between the President of the Unlted
Elales or the Vice Presidest of 1he
United Siates s fareign govermnment
afficlals,

|t Informetion deacribed in § 20026
(8] through [w) rantained in documents
erginaied Dy or serd ta the Assiatant to
the President lur National Security
Affarcs, bt Depuoty, memharg of the
Xatianal Setubty Couneil staff, or any
ater person o the White Houze or the
Exemculive Clffice of the Pregidant cta s

20

zeclorming nativnal secorsy Tt ipns.

[2] Faderal ageney nriginaled
documents bearlpng Trasidential,
Matlonal Secupity Cauncil, ar White
Hause or Executive Office of the
President stafts’ comments reiating ta
cadexortes of information dzsaribed in
E 200Z.6 (8] through fw].

[2a] Information a5 destmihed in
§ M2 ) Lhrough 1w] contaengd Lo
carresponderce 1a or from the Presideul
ar the Vice Preaident, including
packprovnd briefing memorazda and
falkiing pamnta for maetings betweon the
Presldent ar the Vice President and
[ureig goveroment officiuls, and
dhacasalond of the timing and pUrposes
of such meetings.

{r-h? Infarmaticn as deacribed in
% znoz.6 [a) theough [w] contained in
agency meezage ‘raffic originated by
White House or Exenutive Office of the
Pres=cone statf members bul zent
thruugh wgeniy exmuuicalion
nebwarks.

2T Felerral and decisien

o] When ihe identity of the agencles
huving declagaification anthgrity guer
[oreigs goveremen! minsmation i3 nod
appatent b the agensy holdisg the
information vr when reviewony olficials
do not posress 1he requisile experlise,
the information shall be melerred for
reviaw and a declassiiication
determination as follows:

[1] Categories H0026 [b] throwgh {4],
D partmeni of Energy or MLclear
Regolalorr Cammisaion (Ra
appropruale].

[2] Categaries 20026 [eY and (F.
Cemral Inteiligance Agency,

(3 Caregarias 20026 (e througls (1%
Department af State.

) Cartemaries 2002 F {m} theough (1),
Depustnent of Defenze,

{5] Categories 20025 [u] and {w].
Departmernt of tha Treasury.

18] Calegerivs 20028 [x] Horough Lb).
Mational ecurity Council-

[ Referras by agencies snall include
copies of The dacatierds conlaining tha
forcign gevertimem Information.
Agencias shall pevinw tue referred
decoments and prompily notidy the
Arcriviat of the United States of the
derlazzification determinalion.
Faorwarded copies of the docuoents
shall he masked to refact any
dowhgrnding ar declassification action

aned shall e returned to the Mational
Archives.
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1 002A  Downgrading.

Forekgn gevermnenl informaticn
clagsified " Top Secre!” may by
downgraded Lo "Secrel” alfer 30 years
unless the agency with dechassificalicn
gutherily ouer il delermines on il owo.
or afler consullation. gf &ppropriale.
witi the [oreign government or
internationat arganizetion of
gowernments which furmished Lhe
Imfgrmalion. thal it fequires continued
prafection 1 the “Top Seeret” Ievel

Nated: [anyary I7. 1881
Staven Gadinhal,

Direcior frforaadiea Sacas'y Qvarsmh!
Lifree

1™ Juc. g JE14 Fibed 1e7-R1: HAS AT

MLLIE EO0E H2I-AFH
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E4. ENCLOSURE 4
DECLASSIFICATION CONSIDERATIONS

E4.1.1. Technological developments,; widespread public knowledge of the subject
matter; changesin military plans, operations, systems, or equipment; changesin the
foreign relations or defense commitments of the United States; and similar events may
bear upon the determination of whether information should be declassified. If the
responsible DoD reviewer decides that, in view of such circumstances, the public
disclosure of the information being reviewed no longer would result in damage to the
national security, the information shall be declassified.

E4.1.2. Thefollowing are examples of considerations that may be appropriate in
deciding whether information in the categories listed in enclosure E2. may be
declassified when it is reviewed:

E4.1.2.1. Theinformation no longer provides the United States a scientific,
engineering, technical, operational, intelligence, strategic, or tactical advantage over
other nations.

E4.1.2.2. The operational military capability of the United States revealed by
the information no longer constitutes a limitation on the effectiveness of the Armed
Forces.

E4.1.2.3. Theinformation is pertinent to a system that no longer is used or
relied on for the defense of the United States or its allies and does not disclose the
capabilities or vulnerabilities of existing operational systems.

E4.1.2.4. The program, project, or system information no longer reveals a
current weakness or vulnerability.

E4.1.2.5. Theinformation pertains to an intelligence objective or diplomatic
initiative that has been abandoned or achieved and will no longer damage the foreign
relations of the United States.

E4.1.2.6. Theinformation reveals the fact or identity of aU.S. intelligence
source, method, or capability that no longer is employed and that relates to no current
source, method, or capability that upon disclosure could cause damage to national
security or place a person in immediate jeopardy.
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E4.1.2.7. Theinformation concerns foreign relations matters whose
disclosure can no longer be expected to cause or increase international tension to the
detriment of the national security of the United States.

E4.1.3. Declassification of information that reveals the identities of clandestine
human agents shall be accomplished only in accordance with procedures established
by the Director of Central Intelligence for that purpose.

E4.1.4. The NSA/CSSis the sole authority for the review and declassification of
classified cryptologic information. The procedures established by the NSA/CSS to
facilitate the review and declassification of classified cryptologic information are:

E4.1.4.1. COMSEC Documents and Materials

E4.1.4.1.1. If records or materialsin this category are found in Agency
files that are not under COMSEC control, refer them to the senior COM SEC authority
of the Agency concerned or by appropriate channels to the following address:

National Security Agency
ATTN: Director of Policy (Q4)
Fort George G. Meade, MD 20755

E4.1.4.1.2. If the COMSEC information has been incorporated into
other documents by the receiving Agency, referral to the NSA/CSSis necessary before
declassification.

E4.1.4.2. SIGINT Information

E4.1.4.2.1. If the SIGINT information is contained in a document or
record originated by a DoD cryptologic organization, such as the NSA/CSS, and isin
the files of a non-cryptologic agency, such material will not be declassified if retained
in accordance with an approved records disposition schedule. If the material must be
retained, it shall be referred to the NSA/CSS for systematic review for declassification.

E4.1.4.2.2. If the SIGINT information has been incorporated by the
receiving Agency into documents it produces, referral to the NSA/CSS is necessary
before any declassification.
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E5. ENCLOSURE 5
DEPARTMENT OF STATE AREAS OF INTEREST

E5.1.1. Statements of U.S. intent to defend, or not to defend, identifiable areas, or
along identifiable lines, in any foreign country or region.

E5.1.2. Statements of U.S. intent militarily to attack in stated contingencies
identifiable areas in any foreign country or region.

E5.1.3. Statements of U.S. policies or initiatives within collective security
organizations (for example, North Atlantic Treaty Organization (NATO) and
Organization of American States (OAYS)).

E5.1.4. Agreements with foreign countries for the use of, or access to, military
facilities.

E5.1.5. Contingency plans insofar as they involve other countries, the use of
foreign bases, territory or airspace, or the use of chemical, biological, or nuclear
weapons.

E5.1.6. Defense surveys of foreign territories for purposes of basing or use in
contingencies.

E5.1.7. Reports documenting conversations with foreign officials, that is, foreign
government information.
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E6. ENCLOSURE 6
CENTRAL INTELLIGENCE AGENCY AREAS OF INTEREST

E6.1.1. Cryptologic, cryptographic, or SIGINT. (Information in this category
shall continue to be forwarded to the NSA/CSS in accordance with enclosure E4.,
paragraph E4.1.4. The NSA/CSS shall arrange for necessary coordination.)

E6.1.2. Counterintelligence.
E6.1.3. Specia access programs.

E6.1.4. Information that identifies clandestine organizations, agents, sources, or
methods.

E6.1.5. Information on personnel under official or nonofficial cover or revelation
of a cover arrangement.

E6.1.6. Covertly obtained intelligence reports and the derivative information that
would divulge intelligence sources or methods.

E6.1.7. Methods or procedures used to acquire, produce, or support intelligence
activities.

E6.1.8. CIA structure, size, installations, security, objectives, and budget.

E6.1.9. Information that would divulge intelligence interests, value, or extent of
knowledge on a subject.

E6.1.10. Training provided to or by the CIA that would indicate its capability or
identify personnel.

E6.1.11. Personnel recruiting, hiring, training, assignment, and evaluation
policies.

E6.1.12. Information that could lead to foreign political, economic, or military
action against the United States or its alies.

E6.1.13. Eventsleading to international tension that would affect U.S. foreign
policy.
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E6.1.14. Diplomatic or economic activities affecting national security or
international security negotiations.

E6.1.15. Information affecting U.S. plans to meet diplomatic contingencies
affecting national security.

E6.1.16. Non-attributable activities conducted abroad in support of U.S. foreign
policy.

E6.1.17. U.S. surreptitious collection in aforeign nation that would affect
relations with the country.

E6.1.18. Covert relationships with international organizations or foreign
governments.

E6.1.19. Information related to political or economic instabilitiesin aforeign
country threatening American lives and installations therein.

E6.1.20. Information divulging U.S. intelligence collection and assessment
capabilities.

E6.1.21. U.S. and dlies defense plans and capabilities that enable a foreign entity
to develop countermeasures.

E6.1.22. Information disclosing U.S. systems and weapons capabilities or
deployment.

E6.1.23. Information on research, development, and engineering that enables the
United States to maintain an advantage of value to national security.

E6.1.24. Information on technical systems for collection and production of
intelligence, and their use.

E6.1.25. U.S. nuclear programs and facilities.
E6.1.26. Foreign nuclear programs, facilities, and intentions.

E6.1.27. Contractual relationships that reveal the specific interest and expertise of
the CIA.

E6.1.28. Information that could result in action placing an individual in jeopardy.
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E6.1.29. Information on secret writing when it relates to specific chemicals,
reagents, devel opers, and microdots.

E6.1.30. Reports of the Foreign Broadcast Information Service (FBIS) (-- Branch,
-- Division) between July 31, 1946, and December 31, 1950, marked
CONFIDENTIAL or above.

E6.1.31. Reports of the Foreign Documents Division between 1946 and 1950
marked RESTRICTED or above.

E6.1.32. Q information reports.
E6.1.33. FDD trangdlations.

E6.1.34. U reports.
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